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The time lag between patch releases
and the exploitation of endpoint
vulnerabilities continues to rapidly
decrease. In 2003, the Blaster

virus struck 28 days after the
vulnerabilities it exploited was first
discovered—plenty of time to install
a patch, if you were proactive. But in
late 2005, both the Msddds.dll and
WMF vulnerability attacked before
patches were available. The zero-
day threat is quickly becoming more
and more of a reality. While patch
management remains critical, you
need proactive virus protection that
secures your network against attack.

Protect Systems across Your Enterprise
from a Single Console

Every enterprise needs to protect its data and keep its endpoint systems operating as they should.
But paying for, installing, administering and training on different products for endpoint security,
patch management, virus protection and systems management can impact your bottom line,

try the patience of your IT staff and jeopardize your enterprise’s long-term ability to thrive and
outpace the competition.

LANDesk® Antivirus: Enterprise-Ready Virus Protection

Added to Single Console Simplicity

LANDesk” Antivirus extends the power of LANDesk” Management Suite and LANDesk® Security
Suite to give you enterprise-ready antivirus and rootkit detection from the same console and

vendor you rely on for systems and security management—and for a lower investment than many
competitive solutions. Now you can affordably extend world-class virus protection to your endpoints
with little or no new infrastructure, less training and fewer vendors and hassles to deal with. You
access complete, single-console protection and management.

LANDesk Antivirus helps you:

®  Extend world-class virus protection to your enterprise for a lower investment than many
competitive solutions.

®  Reduce costs and complexity with a single-agent, single-console solution for enterprise-ready
and third-party virus protection and root kit detection.

®  Protect critical enterprise data and user productivity by identifying, reducing and mitigating the
risk of virus outbreaks in real-time.

®  Give IT complete control to align antivirus settings with corporate policies and prevent end-
user error and intervention.

®  Save time and free up resources with a centralized, automated, hands-off solution for
detecting and mitigating the effects of viruses and virus outbreaks on systems managed by

LANDesk® solutions.

= Empower IT and executives with a quick, easy way to see which systems are protected or
vulnerable, and how virus protection is progressing over time.

Designed for the enterprise, LANDesk Antivirus offers optimized virus detection and removal—
with only one agent to install and only one console to train on and use to further protect all your
Windows-based systems.

LANDesk® Antivirus helps you enforce real-time virus protection.



Quickly Assess and Alleviate Virus Risks
Protect your valuable corporate resources and critical data with a complete, enterprise-ready

antivirus and root kit detection solution that runs from a single console under strict IT control.
LANDesk® Antivirus places your IT staff in the driver’s seat for the most efficient validation,
distribution and enforcement of antivirus policies and definition files. And with LANDesk Antivirus,
your enterprise has the power to respond to new threats as quickly as they’re discovered.

Place Security Control where it Belongs—with IT

Consumer-oriented solutions make guinea pigs of your end users and nervous wrecks of your I'T team
each time an update becomes available—and they depend on constant end-user cooperation in order
to provide any meaningful protection. Not so with LANDesk® Antivirus. It places control of virus
definition updates and scanning schedules solely in the hands of your IT staff. You choose the level of
interaction permitted by end users—including role-based permissions to selected features, for example,
allowing users to initiate scans while preventing them from reconfiguring or disabling the user agent.

With total IT control over validation, updates, scanning schedules, user permissions and more, you have
unsurpassed assurance that your corporate antivirus policies are always effective and enforced.

Centralize Security Management

LANDesk® Antivirus centralizes virus protection under the control of a single console. Use LANDesk
Antivirus to bring centralized enterprise-ready virus protection to your company, as well as for a single
console solution for managing antivirus software from McAfee, Norton, Sophos, Symantec or Trend-Micro.

Reduce Costs and Complexity

When IT takes full control over antivirus management—using a single, integrated console—you spend
less time and money training I'T staff and significantly reduce the need to train end users in security
procedures. Moreover, you save time and money fixing what end users break. You also reduce complexity,
with only a single agent on each network endpoint and a single point for monitoring and managing
antivirus activities. Plus, you increase uptime, efficiency and productivity in the IT department and the
entire organization.
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LANDesk® Antivirus allows your enterprise to retain control over antivirus protection and automatic scans while still
allowing end users to launch antivirus scans.

Establish and Extend
Control When You Want

LANDesk® Antivirus lets your
enterprise detect and remedy
viruses for the computers on your
network. And it’s an add-on to
both LANDesk® Security Suite
and LANDesk® Management
Suite—so0 you can choose the
right combination of systems and
security management capabilities
to bring even broader centralized
control over your entire network

environment.

—LANDesk Management Suite lets
your enterprise proactively see,
manage, update and protect IT

systems through a single console.

—LANDesk Security Suite extends
active security management to
the endpoint with quarantine
capabilities, active threat analysis,
spyware detection and removal,
access control, configuration
security tools and more. Add
LANDesk Antivirus to LANDesk
Security Suite and bring even
broader security capabilities to
your enterprise from a single
console and vendor with less

training and fewer hassles.

With LANDesk, the choice is always
yours. No matter what combination
of solutions you choose, they all
work together seamlessly so you
control everything from a single,

intuitive management interface.



Key Features

World-Class Antivirus Protection and Scanning
® Access world-class enterprise-ready antivirus capabilities
and enforce real-time virus protection.

® Control pattern file and engine updates with scheduled scans
to targeted systems, urgent “scan now” capabilities and more.

® Pre-stage pattern file updates to a group of pilot or
test computers for as long as you like before rolling
out the file to your entire organization.

® Allow users to launch antivirus scans, while retaining central
control to prevent them from defeating automatic scans.

® Use less space on user machines with a small,
unobtrusive file footprint that can quickly scan
and detect exploits, malware and viruses.

® Detect vulnerable email attachments in Outlook.

Centralize Configuration and Management
® Lock down the end-user agent to prevent unauthorized changes.

m Use role-based administration to grant privileges for
adding, deleting or changing configuration of the
LANDesk® Antivirus core and client settings.

® Align antivirus management with your corporate policies, with
full, flexible control over who can deploy the agent, to which
devices, and how the agent is configured on each device.

Easily Validate and Deploy Virus Definition Files
= Rapidly and selectively deploy new virus definition
files to a pilot group, while delaying deployment to the
rest of the network until the files are validated.

® Easily define members of the pilot group as part
of the configuration, automating the correct
distribution of files for each rollout.

= Roll out virus definition files in phases, minimizing the
risk that a newly deployed file will have unintended
effects on network resources or users.

® Schedule automatic updates to virus definition files,
controlling which versions are approved, when they
are deployed and how they are configured.

= Grant end-users the ability to launch antivirus updates, if
needed; you control whether they can access only your approved

updates or live updates directly from LANDesk® updates.

® Roll back to previous virus definition files in the
event that a new file causes problems.

Visit www.landesk.com for more information.

File Quarantine

Encrypt and quarantine suspicious files and known
infections that can’t be immediately cleaned.

Provide optional view-only access to the quarantine
folder, so end users can see what’s there but can’t
open a suspect file and risk infection.

Automatically scan quarantined files when new virus definition
files are released, returning successfully cleaned files to active use.
Automatically back up cleaned files in case of file

corruption that requires further remediation.

Customize your solution for detecting, trapping
and mitigating potential viruses—from vigilant
and methodical to rapid, hands-off control.

Reporting and Alerts

Receive an alert by email, pager or another preferred method
whenever a machine can’t be automatically cleaned.

Gain granular control over alerts regarding actions for
quarantine and clean and suspicious content.

Create custom queries and reports that combine inventory

with antivirus and configuration information.

Identify computers that are infected, haven't been recently

scanned for antivirus or that have outdated virus definition files.
Provide end-user notification of virus

scanning and removal processes.

Report antivirus activities and history to learn what resources

are vulnerable and what viruses are being detected.

Use LANDesk® Antivirus reports to identify and mitigate risks, as
well as to educate users about activities that could lead to infection.

LANDesk® Executive Dashboard

Access a simple graphical dashboard to identify virus outbreaks
in real-time, as well as to chart virus control activities over time.

Easily demonstrate IT’s progress and value to executive staff.

Gauge the percentage of computers with up-to-date virus
definitions and with real-time antivirus enabled at a glance.

Antivirus Enforcement of Third-Party Solutions

Manage antivirus solutions from McAfee, Norton, Sophos,
Symantec and Trend-Micro using the same console.

This information is provided in connection with LANDesk® solutions. No license, express or implied, by estoppel or otherwise, or warranty is

granted by this document. LANDesk does not warrant that this material is error free, and LANDesk reserves the right to update, correct or modify
this material, including any specifications and product descriptions, at any time, without notice. For the most current solution information, visit

http://www.landesk.com.
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